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Data Recovery & Digital

Evidence Services

v Logical & Physical Data Recovery
(HDD, SSD, RAID, USBs)

v Deleted / Lost Partition Recovery

v" Metadata Extraction & Validation

v~ Support for Civil, Criminal

& Corporate Cases
v CCTV /DVR/NVR Video Recovery

& Enhancement
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Mobile & Cloud Forensics

v" WhatsApp, Telegram, Signal Analysis

~ Cloud Platform Forensics
(Google, Microsoft, AWS)
v~ Mobile Device Seizure, Image Acquisition
v" SIM Card and IMEI Analysis
v~ Cloud Log Retrieval & Analysis
(Office 365, G-Suite)
v~ Secure Data Extraction Without

Rooting / Jailbreaking
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Emplovee Misconduct
& HR Investigations

v" Workplace Harassment Investigations
v Insider Threat Digital Activity Reviews
v~ Unauthorized Data Access Iracking

v Policy Violation Audits

(Device / Email / Social Policy)
v" Reporting with Full HR-Compliance
v~ Collaboration with Legal

& HR Departments
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Corporate Forensics

Employee Misconduct & Fraud Detection

Whistleblower Analysis
Mobile Forensics
Emall Forensics

CCTV Forensic Analysis

Digital Media Investigation

Voice Sampling
Audio / Video, Visual Forensics
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Family Law Investigations
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Digital Forensics & Incident Response

v~ Computer & Mobile Forensics
(Windows, Android, 10S, macOs)
Email Tracing & Recovery

Digital Evidence Acquisition & Preservation
Malware Analysis
Root Cause Analysis (RCA)

Incident Response Planning
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Court-Admissible Reports
& Expert Testimony

INCIDENT RESPONSE
AND DIGITAL FORENSICS
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DPIASs

- Data Privacy Impact
Assessments

v' Pre-assessment and planning
v" RISK Assessment
v_ Mitigation & Recommendations

v Policy & Document Support
v" Post - DPIA Monitoring

v" Compliance Reporting
v DPDP Awareness Workshop/Training
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vDPO Services

/ Sector - Specific Privacy Solutions

v/ Policy Drafting & Implementation

v/ Complaint Handling & Rights Management

v/~ Handling Legacy Data, Minor Data

v Compliance Calendar & Monitoring

v Data Retention, Transfer & Crossborder Advisory
v" Reviewing Data Storage & Archival Practice

v Developing Incident Response Plans & SOPs
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Data Privacy Compliance

v~ Monitoring applicable Data Privacy regulations

v Developing internal & external Privacy Policies

v Implement Privacy by Design

Regulatory & Legal Compliance Advisory

v~ Legal documentation required for compliance
v~ Supporting in External Data Audits

v~ Drafting of compliance reports

Drafting & Document review
v~ Data Processing / Sharing Agreements

v_ Internal Data Protection Policies & SOPs

v" Privacy Notices, Consent Forms
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Data Privacy Audits

v/ Organisational Readiness

v" Internal as well as External Data Privacy Audits
v/ Consent & Purpose Compliance
v Policy & Documentation Review

v Review of Data Processing Activities

v/ Recommending Corrective Actions
v~ Third Party & Vendor Compliance Audits

/ Establishing Protocols for Vendor Data Breaches

hitps://www.cybermateforensics.com
® 9518598944 / 8329462676



Cybermate Forensics

& Data Security Solutions P, Ltd.

(CIN - U72900PN2017PTC170167)

Clients We Proudly Serve
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Why - Cybermate Forensics ?

» Pool of technical, financial & legal experts
» Strong team of domain expert engineers
» Lower T-A-T (Turn Around Time)

» Reasonable Pricing

p Established in : April 2017

» Head Office : Pune
» Branch Offices : Mumbai & Dubai (UAE).

Contact Detalils

) Hq. Address:

407, Ackruti Chambers, Pune - Satara Road.
Opp. Swargate Metro Station,
Pune —411 037

&) contact@cybermateforensics.com
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